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R PERCONA

Over 13 years of experience in consulting on Open Source and MySQL.
Joined Percona in July 2014.

Specializes in providing consultation to Percona’'s Managed Services
customers, on building and maintaining reliable and high-performance
MySQL infrastructures.

Explore contributions and insights on blogs at:
https://www.percona.com/blog/author/arunjith-aravindan/
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PERCONA

Monitoring and

. Percona Monitoring Management (PMM) is o Managemeni
comprehensive open-source platform for monitoring and
managing databases.

. It provides real-time insights into database performance,
enabling efficient troubleshooting and optimization.

M HSQL@ mongoDDB Postgre SQIl_

What is PMM?
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PERCONA

Monitoring and

PMM monitors various aspects of your database Managerment
infrastructure, including:

What does PMM monitor?

 Database server performance (CPU, memory, disk, etc.)
o Query performance and execution statistics

o Replication or cluster status and lag

e Storage engine performance

e Resource utilization and bottlenecks
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Default Dashboard
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Default Dashboard

This is how the default dashboard looks, on the left side you can
find most of the features.

88 Insight / Home Dashboard ¥ <3

> Dashboard .
> Operating st'tem = ~owenien

W Monitored DB Services Monitored DB Instances " Monitored Nodes " Total Virtual CPUs : Total RAM " Virtual Memory To...
> Mysql < N N,
> MongoDB ’
o go \ \ . \ '\ D MySQL MongoDB  PostgreSQL ProxySQL MySQL MongoDB PostgreSQL
> PostgreSQL - I

> Query Analﬁ‘lcs\(QAN’z i

@ Overview

> Explore (Fome{.im ; B Summary . Disk Space Total . Disk Reads 2 Disk Writes
1N Ge

5.72 GiB 5.72 GiB

S Alerting \ . iln High availability >
\ \ _ Command/Handler counters compare
> Backup \ . M ol InnoDB details our 846.5B/s 457.5kB/s

\ \ ‘ ) InnoDB Compression
\ \ Performance schema

M A pge Query response time v Database Query/s (QPS) ! Failed Advisors PMM Upgrade

Table details
. ® Current version: 2.37.0 (April 25, 2023 UTC)
\ . TokuDB details
A =
oy Q. Other dashboards

You are up to date

Last check: May 19, 11:06 UTC

https:{/3.95.180.77/graph/d/mysql-instance-overview/mysgl-instances-overview
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Default Dashboard

R g6 Insight / Home Dashboard < (@ Last 12 hours
® Interval  auto ~ Environment  All ~ Node Names  All ~ PMM Annotations [ ] 3 Home o8 Query Analytics = Services
A

o ~ Overview

W
Monitored DB Services Monitored DB Instances 2 Monitored Nodes & Total Virtual CPUs : Total RAM 2 Virtual Memory Total

MySQL MongoDB  PostgreSQL ProxySQL MySQL MongoDB  PostgreSQL ProxySQL

114.14 GiB 116.14 GiB

' Min Node Uptime Min DB Uptime Disk Space Total d Disk Reads i Disk Writes

2.38TiB 6.4 MB/s 15.0MB/s

Database Connection ' Database Query/s (QPS) Failed Advisors PMM Upgrade

Current version: 2.37.1 (June 01, 2023 UTC) (O

Insufficient access permissions. Insufficient access permissions

Last check: June 07, 15:48 UTC
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Default Dashboard

> COMMAND CENTER

Further down the page, you'll discover additional metrics, for example including CPU usage, memory usage, and more.

€ Insight / Home Dashboard «3
Interval auto ~ Environment All ~ Node Names All ~ PMM Annotations B Home 88 Query Analytics = Services

Top 20 CPU Usage
100.00%
90.00%
80.00%
70.00%
60.00%
50.00%
40.00%
30.00%

20.00%

10.00%

0.00%

load-gen-sysbench
pgi2
ps-80-source
pxc-80-1

pxc-80-2
monge-config-1

mongo-config-2
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Default Dashboard

> COMMAND CENTER

Memory usage

€ Insight / Home Dashboard =2
auto ~ Environment All ~ Node Names: PMM Annotations [ ] B Home B8 Query Analytics = Services

Top 20 Used Memory (prev week)

100.00%

60.00%

20:45
Mean
ps-80-source 91.50%
mariadb-105 88.73%
ps-80-replica 85.03%
ps-80-gr-3 84.87%
ps-80-gr-2 84.74%
= ps-80-gr-1 84.35%
pxc57-2 68.88%
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Troubleshooting Production Issues.
Example !
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PMM - Troubleshooting Production Issues.

(An Example)

> With real-time monitoring, you can quickly identify resource bottlenecks causing performance
degradation or issues.
> Historical data analysis helps trace back and diagnose past incidents for effective

troubleshooting. // . //

22 Insight / Home Dashboard ¢7 =3 v MySQL Summary - ip-172-31-91-101-mysg|
Interval  auto v Environment  All v Node Names  All v PMM Asinotations i MySQL Up“me Version ; Current QPS File Handlers Used Table open Cache.. Table UDE!'! Cache.. Table Definition C.. Service

v Overview 8.0.33 Ip-172-31-91-101-
b2 3.60 0.00% 0.245% 400k 200k mysql

Monitored DB Services Meiiitored DB Instances

MySQL  MongoDB  PostgreSOL ProxySQL MySQL MongoDB PostgreSQL MySQL Connections MySQL Client Thread Activity

oo
=
=

MySQL 20000

® Overview 150,00

on
=1
=

& Summary o Disk Space Total

il High availability y 100.00

Threads
] .
=] =
= =

Command/Handler counters compare 50,00

InnoDB details q
83.98 GiB o o

InnoDE compression 1310 1330 1340 1350 1400 1310 1320 1390 1400
Performance schema i R vy Nl iNdA avy

Query response time . Max Connections 151 151 151 Peak Threads Connected 400 700 448

) Database Query/s (QPS)

Table detail

PeEn = Max Used Connections b Peak Threads Running 200 600 328

TokuDB details

Q Other dashboards = Connections 4 == AvoThreads Running 200 550 259
er dasnboart
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I(DMM - )Troubleshooting Production Issues.
An Example

CPU Usage

Ay 58 Insight / Home Dashhoard 57 &

)
Iteval  autov  Envionment Al Nodefames Alv  PMMAmotations (@

+ Overview

Monitored DB Services Monitored DB Instances

Operating System (08) oSl PogSQL  MySQL  MongeD8  PostgreSQL
@ Overview

B Summary

CPU uiization

Disk Hin DB Uptime y Disk Space Tota
Memory

Network

Temperature

NUMA

Processes

Q Other dahboards
Database Query/s (QPS)
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100,00%

100k

20.00%

2.00%

0.00%

ser

iowait

CPU Usage

1340

1350

CPU Saturation and Max Core Usage

50 ' 1000
0 500

300

1320 1330 1340 1350 1400 1410

50,004

-

0.00%

1600 1410

mn - max v

0% 48 U
DA0% 71945 402 w Nomalized CPU Load

000% 3850% 4124

Max CPU Core Utlization {righty 1006 9455% 1084%
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PMM - Troubleshooting Production Issues.

(An Example)
Disk 10

75.00 MB/s
50.00 MB/s
25.00 MB/s

0.00 B/s

Disk 1/0 and Swap Activity

J,%’L-'IJ‘“LNW—

—
+
™
=
@
on
[43]
o
~—
R
i
+—l
=
o
@
on
[12]
o

-25.00 MB/s
13:00 12:10 13:20

== Disk Writes (Page Out)
== Disk Reads (Page In)

== Swap Out (Writes)
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A n Bt

13:40 13:50 14:00 14:10 14:20

0.00B/s 22.34MB/s 3.74 MB/s
0.00B/s 22.34MB/s 3.74 MB/s
0.00 B/s 0.00 B/s 0.00 B/s
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PMM - Troubleshooting Production Issues.

(An Example)
Disk

Disk Latency Disk Operations

7.81 ms 2K io/s

391 ms * - 1.50K io/s
1.95ms |* .' - - > P -
~ 5 8 |e e - Yiw g™ e R Fae et
976.56 s Moo N W mpA N Y 5 L o AN St 01 NN YT NN

1K io/s

i b g 500 jo/s

488.28 ps

-
A

24414 ps 0iofs
13:00 13:10 13:30 13:40 13:50 1400 14:10 14:20 13:00 13:10 13:40 13:50 1400 14:10 14:20

min max iI'\-':" min maXx il'\-':.'
= Write 857.14pus 3.94ms 1.17 ms = Write 0.40 io/s 1.51Kiofs 262.65io/s
0.00io/s 292.45i0/s 56.72 io/s

== Read 0s 6.17ms 723.83 s == Read

Disk Bandwidth Disk Load -

50.00 MB/s

40.00 MB/s

30.00 MB/s

20.00 MB/s 7

10.00 MB/s - “ea
.ﬁﬁ.-:.s'sﬁ\f-"-.% , Emn

0.00B/s
13:00 13:40 13:50 14:00 14:10
1ax avg nin
000 1.7

= Write 348 kB/s 48.06 MBfs B.62 MB/s = Write

== Read 0.00B/s 22.03MB/s 3.57 MB/s == Read 0.00 0.74
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fMM - )Troubleshooting Production Issues.
An Example

InnoeDB Row Lock Wait Activity

Lock Waits

Lock Wait Timeouts

InnoDB Row Lock Wait Load

MySQL Threads Active

Row Lock Wait Load
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fMM - )Troubleshooting Production Issues.
An Example

MySQL Handlers

300.00 ops/s
2301, 00K ops/s
200,00 ops/s
150.00K ops/s
100.00K aps/s
50.00K ops/s

0.00 ops/s

1325 1330 133 1340 1346 1360 1355 1400 1405
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1420

1111 Mmax

readrndnext 272200ps/s 254.70Kops/s  44.85K ops/s

wite
read_next
read_key

= extemal_jock
read. frst

= 80

Update

- rJnIn*n

161.200ps/s  254.45K ops/s  44.66K ops/s
1500ps/s  217.550ps/s 7090 opss
0600ps/s  29430ps/s  10.33 ops/s
4800ps/s  15800ps/s  9.06.0ps/s
0000ps/s  1850ps/s  0.320psfs
0000ps/s ~ Ob0ops/s  O.3opsfs

0000ps/s  0300ps/s  0.140psfs

ﬁ !‘!1 Anala
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FMM - )Troubleshooting Production Issues.
An Example

ga Query Analytics / PMM Query Analytics v¢ <% 53 (@ Last 1 hour
B Home 88 Query Analytics = Services

PMM Query Analytics

Filters Show Selected Reset All © Copy Link © Add column

¢ QueryCount < QueryTim

0.21 load 3.19QPS 6

Database
0.18 load 0.01 QPS 1€

n/a
0.01 load <0.01 QPS 1C

<0.01 load 0.09 QPS 1

<0.01 load 0.02 QPS 9

Schema
<0.01 load 0.18 QPS

n/a

<0.01 load 0.09 QPS
adddb ;

<0.01 load 0.18 QPS

Node Name <0.01 load 0.06 QPS

B ip17231:91-. SELECT @@ version : <0.01 load 0.29 QPS

<0.01 load 0.09 QPS

Service Name SELECT ‘EVENT_NAME" , 'COUNT_READ' , 'SUM_TIMER... ( : <0.01 load 0.09 QPS
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FMM - )Troubleshooting Production Issues.
An Example

g8 Query Analytics / PMM Query Analytics ¥ <o @ Last 1 hour

88 Query Analytics = Services

Query Id:
3c8285c96c709b383e009a531b48d6aBe057218d9c95¢569d28165006fa3bb
f7

Filters Show Selected Reset All (] Cn-py Link © Add column

4 Query = 'afiﬁ@b‘;‘auth?rs' 4 Query Count
irst_name ,
TOTAL '1ast_name‘, U.Z1 10aa S. 1Y UFS

‘email”,
‘birthdate”,

‘added”
n/a NSERT INTO “aut 0.01 load <0.01 QPS

Database 0.18 load 0.01 QPS

*first_name", <0.01 load 0.09 QPS

“last_name ",
“email”, <0.01 load 0.02 QPS

‘birthdate”,
Schema SHOW GLOBAL S “added" <0.01 load 0.18 QPS
n/a SELECT COALESI *adddb" . “authors’ <0.01 load 0.09 QPS

adddb <0.01 load 0.18 QPS

Node Name SEI TABLE_SCHEMA' , TABLE_NAM TABLE_TY i <0.01 load 0.06 QPS

. ip-172-31-91-.. SELECT @@ version i <0.01 load 0.29 QPS

<0.01 load 0.09 QPS

. <0.01 load 0.09 QPS
Service Name
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fMM - )Troubleshooting Production Issues.
An Example

© Copy Link

No Good Index Used

0.20 load Do Inclex osed

™~

ddb authors™ ( rst_name ast_na [ 0.18 load Query Cache Hit
INSERT INTO "authors™ ( “first_name” , "last_ e’ , “em... M 0.01 load Ouery Length
<0.01 load ey
Response Length
<0.01 load Besponse lengils of The GLier
<0.01 load Rows Examined

<0.01 load 0.08 QPS

25 / page™ 1-25 of 44 items

© Copy Link © Add column

-~ Query Count Query Time Rows Affecte

0.20 load 2.84 QPS 72.01 ms 11.38k (per sec)

0.18 load 0.01 QPS 16.99 sec 11.36k (per sec)

INSERT INTO “authors™ ( “first_ Zo ", em... (@ 0.01 load <0.01 QPS 10.04 sec 19.44 (per sec)
<0.01 load 0.01 QPS 101.66 ms N/A
<0.01 load 0.08 QPS 16.28 ms N/A
<0.01 load 0.16 QPS 8.02 ms N/A
<0.01 load 0.08 QPS 15.08 ms N/ A

25 / page v 1-25 of 44 items
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An insightful Video Highlighting Key MySQL Metrics!

g8 Insight / Home Dashboard % =g
auto ~ Environment  All ~ Node Names - PMM Annctations L ] 3 Home BE Query Analytics = Services
- Dverview

Menitored DB Services Maonitored DB Instances Maonitored Nodes ] Total Virtual CPUs = Total RAM " wirtual Memory Total

MongoDB PostgreSOL ProxySQOL MySQL MongoDB PostgreSaL ProxySCQL

24 45.76 GiB

Min Node Uptime : Min DB Uptime ] Disk Space Total E Disk Reads ; Disk Writes

—

13.0 kB/s 4.6 MB/s

-

AL

Database Connection : Database Quary/s (QPS) Failed Advisors PMM Upgrade

Current version: 2.37.0 (apre 25, 2023 UTC) (5)

f 5 ,/ 82 f You are up to date

ast check: May 15, 14:14 UTC
« Anomaly Detection

CPU Anomalies High CPU Servers

L
No CPU change in last 7 days CPU consumption is under 90%
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http://drive.google.com/file/d/1ezTENech4YRmyCffNZjtscQEgz4vweWn/view

Extend Metrics
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PMM - Extend Metrics

Enable the textfile collector

By default, the collector is enabled. Different folders are utilized for various resolutions.

root 3268 3260 @ Mayl8 ? 01:01:52 /usr/local/percona/pmmZ/exporters/node_exporter --collector.bonding --collector.buddyinfo --collector.cpu --collector
.diskstats --collector.entropy --collector.filefd --collector.filesystem --collector.hwmon --collector.loadavg --collector.meminfo --collector.meminfo_numa --collector.n
etdev --collector.netstat --collector.netstat.fields=A(.*_(InErrors|InErrs|InCsumErrors)|Tcp_(ActiveOpens|PassiveOpens|RetransSegs|CurrEstab|AttemptFails|OutSegs|InSegs|
EstabResets|OutRsts|0utSegs) | Tcp_Rto(AlgorithmIMiniIMax) |Udp_(RcvbufErrors|SndbufErrors) |Udp(67|Lite6?)_(InDatagrams|OutDatagrams|RcvbufErrors|SndbufErrors |NoPorts)|Icmpb
?7_(0OutEchoReps |QutEchos | InEchos | InEchoReps | InAddrMaskReps | InAddrMasks | QutAddrMaskReps | OutAddrMasks | InTimestampReps | InTimestamps | QutTimestampReps |QutTimestamps |QutErrors|
InDestUnreachs |QutDestUnreachs | InTimeExcds | InRedirects |OutRedirects | InMsgs |OutMsgs) | IcmpMsg_(InType3 | QutType3) | Ip(61Ext)_(InOctets |OutOctets) | Ip_Forwarding | TcpExt_(Liste
n.*|Syncookies.* | TCPTimeouts))$ --collector.processes --collector.standard.go --collector.standard.process --collector.stat SEtee)§=Te oo d=b el EN | Hol-Ta do u N [ VA VIS A KoTav ] |

percona/pmmZ/collectors/textfile-collector/high-resolution --collector.textfile.directory.lr=/usr/local/percona/pmmZ/collectors/textfile-collector/low-resolution --colle
ctor.textfile.directory.mr=/usr/local/percona/pmmZ/collectors/textfile-collector/medium-resolutionfEEtasRN-Ya el -0 4 o R AR <] RE-Td Jol 00 43 4 & R F-PR N RS «/s 1R N -Ta JoT R £V 2 R R N |
r --collector.time --collector.uname --collector.vmstat --collector.vmstat.fields=A(pg(steal_(kswapdldirect)|refilllalloc)_(movablelnormalldma3?2?)Inr_(dirty.*Islab.*|vm
scan.*|isolated.* | free.*|shmem.*|i?n?active. * lanon_transparent_.* Iwriteback.* lunstablelunevictablelmlock|mapped|bouncelpage_table_pages|kernel_stack)ldrop_slablslabs_sca
nned|pgd?e?activatelpgpg(inlout) pswp(inlout) pgm?a?j?fault)$ --no-collector.arp --no-collector.bcache -- --no-collector.drbd --no-collector.edac -
-no-collector.infiniband --no-collector.interrupts --no-collector.ipvs --no-collector.ksmd --no-collector.logind --no-collector.mdadm --no-collector.mountstats --no-coll
ector.netclass --no-collector.nfs --no-collector.nfsd --no-collector.ntp --no-collector.qdisc --no-collector.runit --no-collector.sockstat --no-collector.supervisord --n
o-collector.systemd --no-collector.tcpstat --no-collector.timex --no-collector.wifi --no-collector.xfs --no-collector.zfs --web.disable-exporter-metrics --web.listen-add
ress=:42000 --web.config=/tmp/node_exporter/agent_id/44d6f604-06de-4cl7-ac35-ea270984ef16/webConfigPlaceholder

root@DB1lmysql8@ #ls -1ltr /usr/local/percona/pmmZ2/collectors/textfile-collector/
total 12

drwxr-xr-x 2 pmm-agent pmm-agent 4096 May 18 11:14

drwxr-xr-x 2 pmm-agent pmm-agent 4096 May 18 11:14

drwxr-xr-x 2 pmm-agent pmm-agent 4096 May 18 11:14

root@DB1lmysql&80
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PMM - Extend Metrics

Enable the textfile collector

Examples of shell commands for custom metrics

root@B1lmysql8@ #cat /etc/cron.d/loggedin_users
i root Zusr/bin/who | Jusr/bin/wc -1 | sed -ne 's/A/node_loggedin_users /p' > /usr/local/percona/pmmZ/collectors/textfile-collector/high-resolution/node
_users.prom

root@B1mysql8o #j

root@B1lmysql8@ #cat /usr/local/percona/pmmZ/collectors/textfile-collector/high-resolution/node_users.prom
node_loggedin_users 2

root@Blmysql8@ #

© Copyright 2023 Percona® LLC. All rights reserved yA PERCONA




PMM - Extend Metrics

Login to the PMM:

https://52.90.239.57/
Explore > | i

@ Explore < Metrics

Builder Code

Metric Label filters

node_loggedin_users

+ Operations

Raw query

Explore

D Query history @ Inspector

/\\ PERCONA
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https://52.90.239.57/

PMM - Extend Metrics

Login to the PMM:

https://52.90.239.57/
Explore >

0.0
11:35 11:40 11:45 11:50 11:55 12:00

= {__name__="node_loggedin_users”, agent_id="/agent_id/44d6f604-06de-4c17-ac35-ea270984ef16", agent_type="node_exporter®, instance="/agent_id/44d6f604-06de-4c17-ac35-ea270984ef16", job="node_exporter_agent_id_44d6f604-06de-4c17

Table

Time _—_name__ agent_id agent_type job machine_id node_id ode_name

node_exporter_ag... /machine_id/99a0... /node_id/b&61068c... ip-172-31-91-101

2023-05-30 12:00:19 node_loggedin_us... /fagent_id/44d6f60... node_exporter /agent_id/44d6f60...

PERCONA
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https://52.90.239.57/

Quick Installation Guide
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Quick Installation Guide

Step 1: Install PMM Server

Run the easy installation script that will check and install, if necessary, any missing software. Run the command as a user with sudo

privileges or as root.

Linux or macOS

Using curl:

curl -fsSL https://lwww.percona.com/get/pmm | /bin/bash

Using wget :

wget -O - https://www.percona.com/get/pmm | /bin/bash

> |nstalls Docker if it is not already installed on your system.
> Stops and backs up any PMM Server Docker containers that are currently running.
> Pulls and runs the latest PMM Server Docker image.

© Copyright 2023 Percona® LLC. All rights reserved )\ PERCONA



https://www.percona.com/doc/percona-monitoring-and-management/2.x/setting-up/server/easy-install.html

Quick Installation Guide
Step 2: Install PMM Client

RedHat: Install PMM Client

1. Download and install Percona Repo Package

sudo yum install https://repo.percona.com/yum/percona-release-latest.noarch.rpom

2. Install Percona Monitoring and Management Client

sudo yum install pmm2-client

Ubuntu: Install PMM Client

1. Download Percona Repo Package

wget https://repo.percona.com/apt/percona-release_latest.$(Isb_release -sc)_all.deb
2. Install Percona Repo Package

sudo dpkg -i percona-release_latest.$(Isb_release -sc)_all.deb

3. Update apt cache

sudo apt-get update

4. Install Percona Monitoring and Management Client

sudo apt-get install pmm2-client

© Copyright 2023 Percona® LLC. All rights reserved
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https://repo.percona.com/yum/percona-release-latest.noarch.rpm
https://repo.percona.com/yum/percona-release-latest.noarch.rpm

Quick Installation Guide

Step 3: Connect Client to Server
Requirements: Client to server communication to secure port on pmm-server (443 assumed) — must be performed on every system to be monitored.
Register Percona Monitoring and Management client with server

sudo pmm-admin config --server-insecure-tls --server-url=https://admin:<password>@pmm.example.com

Step 4: Create a PMM user for monitoring

MySQL 8.0
Create a Percona Monitoring and Management specific user for monitoring (using mysql CLI)

CREATE USER 'pmm'@'localhost’ IDENTIFIED BY 'pass’' WITH MAX_USER_CONNECTIONS 10;
GRANT SELECT, PROCESS, SUPER, REPLICATION CLIENT, RELOAD, BACKUP_ADMIN ON *.* TO ‘pmm'@'localhost’;

Register the server for monitoring

sudo pmm-admin add mysql --username=pmm --password=<password> --query-source=perfschema

© Copyright 2023 Percona® LLC. All rights reserved JA PERCONA




References

Pmm demo : https://pommdemo.percona.com

PMM Demo Video https://www.youtube.com/watch?v=FIO-vI4|F\W4

Pmm ; https://docs.percona.com/percona-monitoring-and-management/index.html

Pmm quickstart : https://www.percona.com/software/pmm/quickstart
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https://pmmdemo.percona.com
https://www.youtube.com/watch?v=FlO-vI4IFW4
https://docs.percona.com/percona-monitoring-and-management/index.html
https://www.percona.com/software/pmm/quickstart

Questions?
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Thank Youl!
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